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Foreword

This report, submitted pursuant to the Inspector General Act of 1978, as
amended, summarizes the activities of the Office of Inspector General (OIG)
Jor the 6-month reporting period that ended September 30, 1999.

During this reporting period, we continued to work with GSA to identify
sound business management and operational improvements in the Agency’s
programs and operations. We issued a number of veports which address
major management issues facing the Agency, including GSA’s Year 2000
conversion efforts, the management controls and physical security of various
Local Area Networks, controls over financial systems transactions, the
security of Federal buildings, and health and safety issues affecting Federal
employees. We also reviewed aspects of other GSA programs, including the
Multiple Award Schedule Program, the Antenna Program, and the courthouse
construction contracting practices.

1 want to take this opportunity to thank the GSA Administrator, GSA'S senior
managers, and the Congress for their support. I also want to express my
appreciation for the accomplishments of all OIG employees and commend
them for their continued professionalism, dedication, and willingness to
accept new challenges.

Nillae 72 7 Fur

WILLIAM R. BARTON
Inspector General
October 29, 1999
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Summary of OIG Performance

OIG Accomplishments

Results Attained

April 1, 1999-September 30, 1999

Total financial recommendations

These include:

» Recommendations that funds be put to better use
¢ Questioned costs

Audit reports issued

Referrals for criminal prosecution, civil
litigation, and administrative action

Management decisions agreeing with audit
recommendations, civil settlements, and
court-ordered and investigative recoveries
Indictments and informations on criminal referrals
Cases accepted for criminal prosecution

Cases accepted for civil action

Successful criminal prosecutions

Civil settlements

Contractors debarred

Contractors suspended

Employee actions taken on administrative
referrals involving GSA employees

$41,534,889

$20,120,929
$21,413,960

104

269

$83,068,784

10

16

27

27
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Fiscal Year 1999 Results
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During Fiscal Year (FY) 1999, OIG activities resulted in:

» Over $367 million in recommendations that funds be put to better use and
in questioned costs. If adopted, these recommendations ultimately result
in savings for the taxpayer.

* Management decisions to put funds of $401 million to better use based on
OIG recommendations. :

= 195 audit reports that assisted management in making sound decisions
regarding Agency operations.

* 6 implementation reviews that tracked the progress of actions in response
to internal audit reports.

*  $39 million recovered as a result of management decisions to recover
funds, civil settlements, court-ordered recoveries, and investigative
recoveries.

e 135 new investigations opened and 136 cases closed.

» 29 case referrals (53 subjects) accepted for criminal prosecution and
12 case referrals (21 subjects) accepted for civil litigation.

o 16 criminal indictments/informations and 15 successful prosecutions on
criminal matters referred.

o 13 civil settlements.
s 27 referrals to other Federal agencies for further investigation.

* 11 employee actions taken on administrative referrals involving GSA
employees.

= 27 contractor suspensions and 30 contractor debarments.
* 350 legislative matters and 52 regulations and directives reviewed.

e 2,563 Hotline calls and letters received of which 144 warranted further
GSA action.



Executive Summary

Y2K

LAN security

During this period, we offered our wide variety of traditional services,
including program evaluations, contract and financial auditing, management
control reviews, investigative coverage, and litigation support in contract
claims, civil fraud and enforcement actions, and criminal prosecutions. In
addition, we provided professional assistance through enhanced consulting
services designed to quickly inform management of potentially serious
deficiencies or other concerns prior to completion of all analytical work and
formal report issuance.

Major Issues

In this report, we have highlighted a number of reviews that address major
management issues facing GSA. These reviews cover a variety of areas from
technology and information systems to building security and health and
safety issues. In November 1998, we had identified to members of the
Congressional leadership the most serious management challenges currently
facing the Agency. Some of these challenges include the areas of manage-
ment controls, data security, aging information systems and protection of
Federal buildings and personnel. The significant reports issued this period
address many of these critical areas. Still others are being addressed through
ongoing and planned reviews. Our efforts during this period focused on the
following:

Technology and Information Systems

We continued to focus on GSA’s Y2K computer system conversions. We per-
formed a detailed analysis of conversion efforts by the Federal Supply
Service (FSS) and Public Buildings Service (PBS). We found that although
FSS has converted its mission-critical systems for Y2K compliance, full
system testing has not been completed, and there is a lack of adequate testing
guidance for systems administrators and programmers. Moreover, FSS has
not developed an operational backup plan if mission-critical systems fail.
Consequently, FSS cannot be assured that all data exchanges will operate
correctly. Additional work must be performed to ensure the proper operation
of the system by the year 2000. PBS continues to make progress in
converting and testing its mission-critical systems. However, to date, PBS’s
conversion efforts have focused only on the analysis and testing of
application software. Additional testing of system components is needed.
Because the Year 2000 date is rapidly nearing, our focus now is to evaluate
the adequacy of the Agency’s plan for maintaining continuity of operations in
the event of potential system disruptions (page 2).

The Agency is relying increasingly on Local Area Networks (LANs) to
electronically access critical computer applications and data and to conduct
its daily business. Our LAN security review found that plans have not yet
been developed to ensure the continuity of operations in the event these
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Executive Summary

Financial data

Electronic acquisition
system

Security guards

Hazardous conditions

Fire safety
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systems are disrupted. Also, we found that GSA data and computer
applications are vulnerable to unauthorized access. Improvements in both
management controls and physical security controls are needed to

prevent unauthorized user access and the altering of LAN accounts, and also
for the physical protection of LAN servers, backup tapes, and other LAN
equipment (page 4).

We also reviewed two processing systems for financial transactions designed
to increase the efficiency of order preparation, improve overall financial
management, and provide Internet access for data input, account status, and
more accurate and timely data. We found both systems experienced delays in
their implementation. However, we also found that when fully implemented,
these systems can have a positive impact on the processing of financial
information (page 5).

In addition, our review of a commercially available electronic acquisition
system that was intended to improve the entire acquisition process disclosed
that many users viewed the system as cumbersome and lacking user-friendly
features, that basic procurement tasks take longer to perform than anticipated,
and that the data generated by the new system contains errors that are
difficult to correct. Consequently, the reports generated by the system may
not accurately reflect current procurement activities (page 6).

Building Security Assessments

The OIG continued to review GSA’s progress in improving the security of
Federal buildings. As part of an ongoing audit, we became aware of
instances where contract security guards did not have proper background
clearances and where the guards either failed the Federal Protective Service
written test or failed to take the test. We concluded that the mission of the
Federal Protective Service could be affected if security incidents were to
occur involving improperly cleared contract guards (page 9).

Health and Safety Issues

During this reporting period, several health and safety concerns were reported
to management. We issued five alert reports noting hazardous conditions
such as damaged asbestos insulation, elevator safety issues, and sewer and
plumbing problems. These problems could pose health and safety problems
to tenants (page 10). In another review, we looked at one region’s efforts to
implement the GSA Fire Safety Program which calls for periodically
assessing and correcting fire safety conditions in both Federally-owned and
leased buildings. We found instances where fire safety reviews of various
buildings were not scheduled as required and instances where scheduled
reviews were not performed. Regional management agreed to take corrective
action to ensure that both the proper scheduling and follow-up of reviews
occurred as planned (page 11).
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Industrial funding

Communications antennas

Telecommunications payments

RWA process

Multiple Award Schedule

As part of our ongoing review of GSA’s Multiple Award Schedule (MAS)
Program, we reviewed the progress GSA was making to accurately set and
collect its industrial funding fee, which is necessary to operate the MAS
Program. We concluded that the current overall 1 percent fee is set higher
than necessary to recover costs and that stronger controls were needed to
ensure that contractors accurately report sales and promptly remit the related
fees to the Agency. The higher-than-needed fee can result in customers
paying higher prices than necessary. The timely and accurate collection of
fees is critical because GSA relies on these fees to operate the program

(page 12).

Other Program/Operational Reviews

The OIG continued its ongoing reviews of major programs and operations
throughout GSA’s various components. One of these reviews, undertaken at
management’s request, involved a baseline assessment of one regional
Antenna Program. GSA is the coordinating agency for the siting of commer-
cial antennas on rooftops of Federal buildings to support the rapidly growing
cellular and personal communications services industry. These commercial
antennas also generate rent income. We found that although GSA has
established a framework for conducting the program, controls are needed to
ensure that lessees pay the Government for the utility costs associated with
antenna operation. We also found that there was insufficient evidence to
ensure that the Government is protected against liability claims, and that
there was inadequate documentation to support negotiated prices (page 14).

We conducted a review of controls over telecommunications payments. We
concluded that controls did exist which ensured that legitimate payments
were made to vendors for services and items purchased. However, we also
found that various purchases were misclassified, resulting in improper
financial statement records. For example, we found that computer equipment
and software had been classified as contract services. GSA needs to properly
classify purchases to ensure accurate financial statement records (page 7).

We also reviewed the controls over several aspects of GSA’s Reimbursable
Work Authorization (RWA) process. GSA uses its RWA process as its
agreement with customer agencies to make space alterations. We found
inconsistent recording of transactions, incomplete documentation, and
unreconciled performance data. These inaccuracies make it difficult for GSA
to recover its costs and can lead to customer dissatisfaction. Additionally,
GSA is in the process of implementing a new financial system that will place
RWA data entry responsibilities at the field level. The proper recording of
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Regional reorganization

Lease administration
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transactions and file documentation will be essential if the new financial
management system is to provide for a better managed RWA process

(page 17).

We also reviewed at management’s request a regional reorganization
designed to improve the delivery of services to the client agencies. We
concluded that the region made progress toward implementing the reorgani-
zation. However, we pointed out that management should test, evaluate, and
make changes as needed (page 15). In addition, we performed evaluations of
the effectiveness of lease termination clauses and lease enforcement actions
by regional officials. In one region, the lease termination clauses being
negotiated by realty specialists are sometimes ambiguous and subject to
misinterpretation. In another region, customers expressed dissatisfaction with
the Agency in resolving problems with lessor performance (pagel6).

Working with Government Performance and
Results Act

In accordance with the Government Performance and Results Act of 1993,
we performed reviews of selected GSA performance measures and made
preliminary risk assessments of the internal controls over data supporting
these performance measures. This period, we completed a review of two
performance measures, Consolidation Savings and Market Penetration, as
they relate to the Interagency Fleet Management System (IFMS) operations.
We reported that GSA relies on data sources outside its control to support
these two measures. Further, the data is not verified. Therefore, we
concluded that there is a moderate risk that [FMS does not provide complete
or accurate data to support the performance measures (page 19).

Procurement Integrity

An important part of the OIG’s work is to support the Agency’s contracting
officers and to protect the integrity of GSA’s procurement programs and
operations by detecting and preventing fraud, waste, and abuse. Based on
our audit and investigative work this period, the Government entered into
nine settlement agreements in which companies agreed to pay over

$1.4 million to resolve potential civil liabilities under the False Claims Act.
These contractors provided office machines, phone equipment, construction
services, and portable and laboratory emissions testing equipment. The
settlements involved allegations that the companies had misrepresented their
commercial discount practices, had falsified certifications on construction
projects, and had conspired to substitute products in violation of the False
Claims Act and other statutory and contractual provisions (pages 20-22).



Executive Summary

We reviewed the Agency’s courthouse construction and contracting practices.
We found that the Agency has been effective in controlling costs for
unwarranted upgrades and has worked effectively with the courts to bench-
mark costs and design decisions that meet design guides and congressionally
set funding limits. However, the Agency needs to better collect data on
contractor performance and evaluation and to improve its oversight of
contractors it uses to provide both pre-construction services during the design
phase of a project and construction inspections and change order evaluations
during construction (page 22).

We also performed a review of the management controls for a regional small
purchase procurement program. We concluded that management needs to
monitor and verify small purchases made by bankcards, and to ensure that
individual cardholders perform monthly reconciliations and adhere to
spending limits. Without controls, there is little safeguard against potential
misuse or waste, and no assurance that all procurements meet program needs

(page 24).

Criminal Investigations

We completed an investigation that resulted in five former GSA building
supervisors pleading guilty to taking bribes from GSA contractors. The five
former employees were among a total of six Government employees and ten
private contractors arrested for participating in bribery and kickback schemes
in connection with maintenance and construction projects at various Federal
buildings and offices (page 20).

In addition, we completed a number of other investigations, including an
investigation into false representations made in the transfer of a barge crane
as excess property (page 25), and an investigation into the conversion by a
former captain of the Civil Air Patrol of Government surplus property for his
own personal use (page 26).

Summary of Results

The OIG made over $41 million in financial recommendations to better use
Government funds, and in other program costs savings; made 269 referrals
for criminal prosecution, civil litigation, and administrative actions; reviewed
262 legislative and regulatory actions; and received 1,012 Hotline calls and
letters. This period, we achieved savings from management decisions on
financial recommendations, civil settlements, and investigative recoveries
totaling over $83 million. (See page v for a summary of this period’s
performance.)
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OIG Profile

Organization

Office Locations

Staffing and Budget

The GSA OIG was established on October 1, 1978 as one of the original
12 OIGs created by the Inspector General Act of 1978. The OIG S five
components work together to perform the missions mandated by the
Congress.

The OIG provides nationwide coverage of GSA programs and activities. It
consists of:

e The Office of Audits, an evaluative unit staffed with auditors and analysts
who provide comprehensive audit coverage of GSA operations through
program performance reviews, internal controls assessments, and financial
and mandated compliance audits. It also conducts external reviews in
support of GSA contracting officials to ensure fair contract prices and
adherence to contract terms and conditions. The office also provides
advisory and consulting services to assist Agency managers in evaluating
and improving their programs.

e The Office of Investigations, an investigative unit that manages a
nationwide program to prevent and detect illegal and/or improper activities
involving GSA programs, operations, and personnel.

¢ The Office of Counsel, an in-house legal staff that provides legal advice
and assistance to all OIG components, represents the OIG in litigation
arising out of or affecting OIG operations, and manages the OIG
legislative/regulatory review functions.

e The Internal Evaluation Staff, a multidisciplinary staff that plans and
directs field office appraisals and conducts internal affairs reviews and
investigations.

» The Office of Administration, an in-house staff that provides information
systems, budgetary, administrative, personnel, and communications
services.

The OIG is headquartered in Washington, D.C., at GSA’s Central Office
building. Field audit and investigation offices are maintained in Boston, New
York, Philadelphia, Atlanta, Chicago, Kansas City, Fort Worth, San
Francisco, and Washington, D.C. Sub-offices are also maintained in Auburn
and Cleveland.

As of September 30, 1999, our on-board strength was 276 employees. The
OIG’s FY 1999 budget was $32 million.

Office of Inspector General 1
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Significant OIG
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The OIG is committed to addressing major management issues facing GSA.
We identified and shared with management some issues that present key
challenges to the Agency. Our efforts this period include reviews and
recommendations in several major areas that GSA management is taking
steps to address. It is our intent to assist management in improving Agency
operations.

Technology and Information Systems
Year 2000 Conversion Efforts

In prior reviews of GSA’s Year 2000 (Y2K) computer system conversion
efforts, we reported that the Agency’s initial planning for conversion needed
to be improved, schedules had not been developed, progress was difficult to
quantify, and much work remained. This period, we performed a more
detailed analysis of Y2K conversion efforts related to GSA’s mission-critical
systems within the Federal Supply Service (FSS) and the Public Buildings
Service (PBS) because of the essential functions each of these Services
performs, and risks we identified during prior audits.

Federal Supply Service

FSS has converted its mission-critical systems. However, it is difficult to
evaluate the adequacy of the work because FSS needs to fully document the
changes made and complete all necessary testing phases. Risks exist because
no test guidance was provided to systems administrators and programmers,
an independent verification and validation was not utilized for the initial tests
performed, and newly developed systems were not tested. Full system
testing for converted systems, as well as those recently developed, were
scheduled for completion by June 1999, 3 months past the Office of
Management and Budget’s deadline for Y2K conversion and implementation
of mission-critical systems. Additional work is needed to ensure all data
exchanges will operate correctly in the Year 2000, including testing the
exchanges and including them in the Business Continuity and Contingency
Plan.

Our June 8, 1999 report recommended that the Commissioner, Federal
Supply Service:

» Develop system test guidance and provide the guidance to system
administrators and programmers to ensure all necessary dates are
consistently tested in all 18 mission-critical systems and adequate
documentation is retained on tests performed.

» Fully employ the independent verification and validation contractors to
review all systems.
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* Ensure that documented agreements have been finalized with all data
exchange partners on Year 2000 data exchange formats, and test modified
data exchange formats.

* Develop detailed contingency plans that ensure acceptable levels of output
and services, establish business resumption teams, identify roles and
responsibilities, fully test the plans, and revise as needed.

Public Buildings Service

While PBS has continued to make progress in converting and testing its
mission-critical systems, a significant amount of work remains to ensure that
these systems will operate correctly in the Year 2000. Risks exist within all
PBS mission-critical systems because PBS’s conversion efforts have focused
on the analysis and testing of the application software only and have not
adequately considered all system components.

PBS has identified data exchanges with other Federal agencies and with other
GSA organizations, but still needs to determine the number of data exchanges
among its own systems and ensure that all exchanges are documented and
tested.

In our July 9, 1999 report, we recommended that the Commissioner, Public
Buildings Service:

» Ensure that all system components of each mission-critical system have
been analyzed for potential Year 2000 problems, all potential problems
corrected, and each system fully tested.

e Complete work to ensure all data exchanges will operate correctly in the
Year 2000 and that formats for data exchanges are agreed upon,
documented, and tested.

» Complete development of a comprehensive Business Continuity and
Contingency Plan and conduct full testing of the plan.

Responsive management action plans were provided for implementing the
recommendations in the reports.

Because the Year 2000 is rapidly approaching, with the attendant risks that
exist in the conversion and testing, development of a Business Continuity and
Contingency Plan is crucial to ensure that GSA will be able to operate
effectively. We are currently reviewing the adequacy of the Agency’s plan.

Office of Inspector General 3
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Local Area Network Security Risks

Local Area Networks (LANs) have become a key information technology
component for both government organizations and private sector companies
by facilitating computer data processing and communication needs. A LAN
serves as a data communication system that allows independent devices to
communicate directly with each other within a moderately sized geographic
area. GSA is increasingly relying on LANs to electronically access critical
computer applications and data, making LANs a vital link in GSA’s day-to-
day business activities such as electronic mail. As more and more GSA
applications evolve into the client-server computer environment, there is a
commensurate increase in risk.

Our LAN security review noted that plans have not been developed to ensure
that adequate controls are provided and that contingency procedures are in
place to ensure continuity of operations in the event that these systems are
disrupted. Additionally, GSA data and computer applications are at risk of
unauthorized access. Management practices for providing user access to
LANSs, including adding and deleting LAN accounts and applying LAN
passwords, are inconsistent and inadequate.

In addition, physical security controls need to be implemented at all regional
sites. In one region, while access to the server room is controlled by an
electronic access control mechanism, the code to this lock has not been
changed as needed to reflect contractor and Government employee turnovers,
or changed on a periodic basis. Security was lax in that backup tapes were
stored in an unlocked cabinet with the key in the lock, and LAN servers had
keys in their locks, which would enable anyone with access to the server
room to easily shut off LAN equipment.

Finally, remote access is one of the most significant security concerns for
GSA systems because these connections increase the risk of unauthorized
system access by potentially anyone who can utilize communications
software. Recognized by GSA as a security risk, the Chief Information
Officer has begun to implement a standard approach for remote access to
help mitigate these risks. Security policy and procedures on remote access
are necessary to ensure that all remote access methods utilized within GSA
have adequate system and operational controls to ensure that only authorized
users are permitted to access LANS.

The report concluded that GSA cannot protect the integrity, confidentiality,
and availability of information that is stored and processed over its LANs
without ensuring that all involved employees and contractors understand their
roles and responsibilities for protecting LAN resources, and are adequately
trained to perform required security responsibilities.
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Our September 30,1999 report recommended that GSA’s Chief Information
Officer take necessary actions to:

» Ensure that all GSA components develop adequate LAN security plans.

¢ Establish agency-wide processes for managing GSA’s LAN user accounts,
configuration management, and contingency planning.

¢ Identify necessary security controls for remote access to GSA LANS.

» Hstablish policies and procedures to ensure that mandatory security
awareness training is provided for all LAN users and administrators.

Management agreed with the recommendations in the report. The audit is
still in the resolution process.

Improving Automated Systems Usage

GSA introduced two new financial transaction processing systems in

FY 1998 and FY 1999. The Information Technology Solutions Shop was
developed to increase the efficiency of order preparation. The Integrated
Task Management System was developed to provide an automated financial
management tool for the Federal Acquisition Services for Technology and
Federal Information Systems Support programs.

The two systems are designed to operate as an integrated unit. Together, they
will provide Internet access for data input and account status and improved
timeliness and accuracy of data. Additionally, these systems perform vital
functions in relation to the interface with GSA’s accounting and reporting
system that controls, records, classifies, and summarizes financial
transactions to meet Federal accounting requirements.

Agency management officials were interested in understanding why there had
been unusual delays in the implementation of the two systems throughout the
regions. We were able to determine that users did not recognize the benefits
of the systems, problems with response times and interfaces were present,
and implementation timetables were unrealistic in terms of the systems’
capabilities.

When these systems are fully implemented, they have the potential to have a
positive impact on the financial information for the Information Technology
Solutions program. Overall, the average procurement processing cycle can
be reduced from 120 days to approximately 54 days.

Office of Inspector General 5
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In our September 17, 1999 report to the Commissioner, Federal Technology
Service, we recommended that management:

= Continue to emphasize the benefits of using the two automated systems.
= Increase focus towards correcting system problems.

» Work with regional representatives to review the current systems’
implementation schedules and revise the timetables as necessary, based on
system capabilities.

The Commissioner agreed with the recommendations in the report. The audit
is still in the resolution process.

Assessing Acquisition System Implementation

GSA acquired the commercially available Electronic Acquisition System-
Standard Automated Contracting System (EAS-SACONS, the System) in
1995 to provide PBS with a fully automated acquisition process from the
initial requisition of supplies and services through the post-award contract
audit phase. The System was planned to support easy multiple-user access to
procurement data while improving contract award, administration, and
closeout functions that were previously provided by the Federal Acquisition
Management and Evaluation System. Additionally, the System was expected
to provide benefits with electronic commerce capabilities through the
introduction of electronic data interchange links with PBS vendors. Although
the total contract award value was $5.2 million, the Agency has spent

$5.4 million for the System and another $6.6 million in implementation costs.

Our review found that many users viewed the new System as cumbersome
and lacking in user friendly features. As a result, basic procurement tasks
take longer to perform than under the previous system or by other means,
including manual paper forms processing. Further, the new System did not
provide users needed capabilities, such as an alert feature for purchases made
under indefinite quantity contracts that have reached a ceiling level. Finally,
the System has an automated interface with the Government Procurement
Data System (GPDS), which meets Federal reporting requirements for
disseminating procurement data to the Congress, the Executive Branch, and
the private sector. However, the data generated by the System for the GPDS
contains errors that are difficult and time consuming to correct, and many
users enter required reporting data long after procurement actions are
completed due to difficulties in using the new System. As a result, reports
may not accurately reflect PBS’s current procurement activities.
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properly classify
purchases for
financial reporting.

Organizational changes within the PBS procurement environment and a lack
of management support for the System throughout its implementation have
added to implementation risks, such as proceeding under accelerated time-
frames to deploy the System throughout all regional and field offices before
identified problems were fixed. Without an effective implementation plan,
users have little guidance on how to transition from their old procurement
practices to EAS-SACONS. Also, training should be provided to the users
for day-to-day operation of the System.

We concluded that implementation of the System has reached a critical point
as PBS addresses ongoing concerns among the user community, and
performs a post-implementation review of the System to evaluate its
performance. An opportunity exists to build a firm foundation for either an
improved EAS-SACONS or a replacement system,

Our May 12, 1999 report recommended that the Commissioner, Public
Buildings Service take the following actions:

 Establish business goals and procurement functions to be supported by an
electronic acquisition and contract management system.

* Compare the costs and benefits of improving EAS-SACONS to potential
replacement systems,

» Develop an effective implementation strategy for an improved EAS-
SACONS or a replacement system.

+ Direct the PBS Office of the Chief Information Officer and business line
representatives to jointly develop performance measures to assess planned
operations for either an improved EAS-SACONS or a replacement system.

Management agreed with the recommendations in the report. The audit is
still in the resolution process.

Controls Over Telecommunications Payments

GSA delivers a full range of telecommunication and information technology
products and services to its customers. In FY 1997, the Agency spent over
$112 million for operations, excluding items such as salaries and
reimbursable expenses. The majority of these expenses were for other
contract services and equipment. Recent audits have revealed recurring
findings where increased emphasis on customer service has overshadowed
the need to comply with established controls, rules, and regulations.

Office of Inspector General 7
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Our review of controls over telecommunications payments disclosed that
expenditures were made to vendors for legitimate purposes and the items
purchased were verifiable. However, improved controls were needed over
the classification of purchases to ensure proper reporting in the financial
records. Government agencies are required to correctly classify expenditures
in their financial records so that items such as equipment purchases over a
certain dollar threshold are capitalized and depreciated. GSA did not always
properly classify purchases, resulting in inaccurate financial statement
records.

More than $1.4 million of computer equipment and software had been
charged as other contract services, rather than as equipment that should be
capitalized and depreciated. Transactions were misclassified because
individuals involved in the classification process were unfamiliar with the
Agency’s standards for capitalization and recognizing assets and related
depreciated expenses, and pertinent guidance was not sufficiently clear.

In our May 26, 1999 report, we recommended that the Commissioner,
Federal Technology Service:

» Establish a website to provide procurement personnel necessary guidance
on classifying equipment and current policy updates to regulations and
procedures.

» Ensure that contract specialists and finance personnel receive periodic
training on current policies and procedures.

A responsive management action plan was provided for implementing the
report recommendations.

Building Security Assessments
Building Security Countermeasures Program

Since the 1995 bombing of the Federal Building in Oklahoma City, GSA’s
Federal Protective Service (FPS) has had an increased responsibility for
security and law enforcement in Federal facilities. Because of the heightened
sensitivity of the Agency’s security mission, the OIG has directed its reviews
towards major activities within FPS. As highlighted in our November 1997
semiannual report, our review of FPS’ criminal investigation function pointed
out that the safety and protection of Federal employees and property is poten-
tially being compromised because regional criminal investigation activities
were operated autonomously, with no program accountability or measurable
performance standards. GSA management has made significant progress in
addressing the issues included in our prior audit reports and has made
significant improvements to the safety and security of Federal employees and

property.
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In the past 2 years, our audit activity has focused on GSA’s upgrading of
security at Federal facilities. In a series of reports, we noted that GSA was
not accurately reporting the status of security enhancement equipment, had
misused enhancement funding, and had not planned for the use of about
$2 million of equipment found in storage. We have since also conducted
reviews at specific Government facilities to assess the status of security
countermeasures taken. As appropriate, we have notified Agency
management of our concerns where security enhancements need to be
improved.

This period, we began our final phase of the FPS program review which will
continue into FY 2000. This phase focuses on GSA’s Contract Security
Guard Program. While this program review is currently ongoing, we have
already alerted management to significant concerns warranting immediate
attention.

Contract Security Guards

GSA contracts with private security firms for both armed and unarmed
guards at Federal facilities. Currently, there are over 5,500 contract security
guards nationwide. Before a prospective employee can be assigned to a GSA
contract, the individual must undergo a limited criminal history background
check and pass a FPS-administered written examination.

This reporting period, during our ongoing audit, we became aware of
conditions that warranted immediate attention. In the two regions being
surveyed, we noted a number of instances where guards were on post without
proper background clearances. In addition, in one of the regions, guards
were on post after failing to pass the FPS written test, and others were on
post without ever having taken the test.

Considering the increased sensitivity and awareness of Federal building
security, the FPS mission could be severely affected if incidents were to
occur involving improperly cleared contract guards. As such, we suggested
that all FPS regions take measures to ensure that all guards on active duty
have received a valid up-to-date background clearance and have passed the
required GSA test.

Since our review is continuing, the June 7, 1999 alert report to the Assistant
Commissioner, Federal Protective Service, was informational only and was
not subject to the resolution process. The subject matter will be addressed
further in our report on the Security Guard Program.

Office of Inspector General 9
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Health and Safety Issues
Health and Safety Hazards

GSA is being challenged to provide quality space to Federal agencies with an
aging, deteriorating inventory of buildings. Property Management Centers,
located throughout the country, meet the needs and requests of Government
agencies that occupy space in the buildings. In general, the Center activities
include procurement, asset management, and contract and lease administra-
tron.

During an ongoing Property Management Center review in one region, we
found several health and safety concerns that warranted immediate reporting
to management. Five alert reports were issued this period, noting hazardous
conditions in five buildings. The reports discussed the presence of damaged
asbestos insulation, elevator safety, and sewer and plumbing problems, often
exacerbated by the age of the buildings.

Damaged asbestos insulation posed a serious health and safety threat to
occupants in two of the buildings. In one building, the insulation was located
next to the door of an air handler that supplied air to two courtrooms and
judges’ chambers. In the second, the deteriorating and friable asbestos
insulation was present in the path of air distribution systems throughout the
facility. The potential for exposure to asbestos contamination with airborne
fibers is significant in both buildings.

Elevators did not always level accurately in one building, resulting in two
injury accidents. The equipment is old and requires frequent attention and
the contractor did not perform the necessary adjustments and replacement of
worn or defective parts to assure reliable elevator operation. In another
building, the elevators had not undergone routine, periodic or rated-load
safety tests since 1987. There were no inspection records to show that the
elevators met safety codes and were safe to ride. We pointed out that not only
did contractors for both of these buildings receive payment for work not
performed, they also jeopardized the safety of Federal employees and
building visitors who use the elevators by not performing the required
maintenance, tests, and inspections.

Our on-site inspection of another building revealed that a toilet located in the
boiler house, when flushed, flowed into a large sump well instead of into the
city sewer, in violation of city, state, and national plumbing codes,
Additionally, the pump in the sump well ejected rainwater mixed with the
raw sewage from the toilet out onto the ground beside the boiler house.
Although the contractor first identified this problem and reported it to GSA in
March 1998, funds were apparently not available to correct the problem at
that time.



Major Issues

Improvement is
needed in scheduling

fire safety assessment
surveys. ’

Our reports, dated April 21, 1999, April 30, 1999, June 10, 1999, July 2,
1999, and August 20, 1999, contained no formal recommendations.
However, as a result of our alert reports to management, corrective actions
have been or are being taken in four of the five buildings to eliminate the
reported problems. We advised the Regional Administrator in each of these
reports that the identified conditions will be included in the final report to be
issued at a later date addressing our overall evaluation of the Property
Management Center management and administration practices.

Scheduling Fire Safety Surveys

Part of GSA’s mission is to provide a safe and healthful working environment
for Federal employees. This includes periodically assessing fire safety
conditions in both owned and leased buildings under the Fire Safety Program.

The OIG reviewed the Fire Safety Program in one region to see if it was
effectively meeting the Agency’s mission. The program carries the
responsibility for assessing risk, correcting deficiencies, performing
preventive maintenance checks of fire safety systems, and providing guidance
to GSA and client agencies related to fire safety issues. It also must ensure
that design and construction projects are adequately reviewed for compliance
with national fire protection codes and standards.

We found that the regional program’s mission and goals were generally being
met. However, improvement was needed in the process for scheduling fire
assessment surveys. Fire safety surveys are performed on a 5-year cycle, and
once completed, assessment data is entered into a computer tracking system
that automatically generates a new survey schedule for 5 years hence.
However, when scheduled surveys were not performed for a variety of
reasons, the program did not have an effective process to monitor missed
surveys and assure that buildings were rescheduled as necessary for the
safety assessments. Of the 37 buildings identified as being off-schedule, we
noted that three had not been surveyed since 1988.

During the review, when this condition was brought to management’s
attention, corrective action was initiated to improve the scheduling of the
surveys.

In our September 10, 1999 report, we recommended to the Regional
Administrator that the Safety, Environment and Fire Protection Branch
closely monitor the implementation of the new procedures for scheduling
assessment surveys to ensure they are performed on a cyclical basis.
Regional management agreed with the recommendation in the report. The
audit is still in the resolution process.

Office of Inspector General 11
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Evaluating the Industrial Funding Fee

The GSA Multiple Award Schedule (MAS) Program provides Federal
agencies with a simplified process for acquiring commonly used products and
services at volume pricing. In FY 1995, the MAS Program became
industrially funded. The Agency adds a fee to product prices to collect the
funds necessary to operate the program. As part of the purchase price,

customer agencies pay the fee to contractors who subsequently remit the fee
to GSA.

In a previous review of the fee collection process, the OIG identified that
controls needed to be strengthened to accurately identify and collect the fee,
as well as enhance program management. GSA also reported in its 1997
Annual Report that improvements were still needed in the reconciliation of
sales data and fee payments. This period, we performed a review to assess
the progress made.

We concluded that the 1 percent fee currently added to item prices no longer
approximates a break-even point and is set higher than necessary to recover
program costs. Controls are also needed to ensure that contractors properly
remit fees. Although adjusting the fee is a complex and costly process, the
Agency must determine under what conditions it will revise the fee.

The generally accepted concept of the industrial funding fee is to recoup only
program costs. Initially, the fee was set at 1 percent with the expectation that
it would be reduced as MAS sales increased. In each of the past 2 fiscal
years, the fee generated about $30 million in revenue above costs, and is
expected to do the same in FY 1999. This has occurred, in part, because
actual program sales were higher than projected primarily due to the addition
of the Information Technology Acquisition Center to the MAS Program.

We viewed the impact of this higher fee as twofold: the program takes in
more than intended with customers paying higher prices than necessary, and
it masks the losses on parts of GSA’s operations for other supply programs.
The Agency combines the results from each of its six supply programs (of
which the MAS Program is one) and deposits the fees in the General Supply
Fund. Although GSA is required to return excess funds to the Department of
the Treasury, it determines the excess on the basis of the net results of the
General Supply Fund and not on individual business segments.

Our report also concluded that GSA needs strong controls to ensure that
contractors accurately report their sales and promptly remit the fees due the
Agency. MAS Program contractors collect the fee as part of the price paid
by customer agencies purchasing the product. Each contractor is then
required to remit the fee to GSA. Collection of the fee from the contractors
is critical since the fee provides the funds to operate the program. In
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FY 1998, contractors reported MAS sales of $7.6 billion, with $80.9 million
in revenue generated for GSA. As of November 1998, contractors owed
about $2 million in outstanding fees.

In our May 28, 1999 report, we recommended that the Commissioner,
Federal Supply Service:

» Adjust the fee to bring revenue in line with costs.
* Establish criteria for determining when future fee adjustments are needed.

» Revise controls to include a risk-based approach to verifying contractor
reported sales data.

* Strengthen controls over the fee collection process.
* Develop management reports to improve oversight of the process.

Management concurred with the intent of the recommendations for adjusting
the fee and concurred that controls need to be strengthened with regard to
verifying and collecting the fee. We agreed with management that due to the
Agency closure of the distribution centers subsequent to the issuance of our
report, changing the fee would be difficult at this time, since the fee is based
on operational costs affected by the closure. Agency management has agreed
to routinely monitor program costs, growth of schedule sales, and market-
place conditions to determine criteria for establishing when to adjust fees,
and if needed, to adjust the fee when conditions stabilize.

A responsive management action plan was provided for implementing the
report recommendations.

Office of Inspector General 13
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GSA is a central management agency that sets Federal policy in such areas
as Federal procurement, real property management, and telecommunications.
GSA also manages diversified Government operations involving buildings
management, supply facilities, real and personal property disposal and sales,
data processing, and motor vehicle and travel management. Our audits
examine the efficiency, effectiveness, and integrity of GSA programs and
operations, and result in reports to management. QOur internal audits
program is designed to facilitate management s evaluation and improvement
of control systems by identifying areas of vulnerability and providing

informational and advisory services.

Regional Antenna Program Conceins

GSA’s Antenna Program could expand significantly as a result of recent
Federal initiatives to support the needs of the rapidly growing cellular and
personal communications services industry. Industry observers estimate a
need for 100,000 new commercial antenna sites by the year 2000.

A 1995 executive memorandum directed Governmentwide cooperation with
the siting of commercial antennas on rooftops of Federal buildings, and
named GSA as the coordinating agency. As of January 1999, one Agency
region had 44 antenna sites leased out on its Federally-owned and leased
buildings. These 44 outleases will generate about $850,000 in annual rental
income. The number of antenna outleases and the related income is expected
to grow significantly in the next year. Following a regional reorganization,
management requested OIG assistance in attaining a baseline assessment of
the Antenna Program.

We concluded that, while the region had established a framework for
conducting the program, management controls and administrative practices
for several areas were either weak or lacking. If these weaknesses are not
corrected, they could magnify and become problematic, especially if the
program expands as currently projected. The lack of adequate controls and
guidance highlighted problems or concerns, such as:

« Cost of utilities was not reimbursed by the clients. Lease agreements
require the lessee to pay for services and utilities to operate its antenna site
equipment. The lessees, however, have not yet installed separate meters at
many sites. Utility costs at two sites are estimated at about $5,000 to
$6,000. These costs were borne by the Government at these and many
other locations. No one in GSA has been assigned responsibility for
assessment and collection of utility costs.

* Insufficient evidence of liability protection was found. Many lease files
lacked documentation to show that lessees have the required liability
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insurance so that the Government is indemnified against potential claims.
There are no procedures to ensure lessee compliance.

» Price derivation and reasonableness was inadequately addressed.
Each antenna site is unique and there is no standard price schedule to refer
to in negotiating lease rates. Thus, it is particularly important that
contracting personnel adequately document their negotiation strategies to
show that the negotiated prices are reasonable.

» Risk of security breaches has increased. Lessee employees are allowed
unrestricted access to Federal rooftops but they are not screened for
security purposes.

* Qutleasing function is inappropriately staffed. The primary function of
the outleasing staff is to negotiate and administer outleases. Two of the
three individuals on the outleasing staff are private sector contract
employees. Management needs to ensure that inherently Governmental
functions, i.e., outlease negotiations, are staffed and performed only by
Agency employees.

In our April 20, 1999 report to the Regional Administrator, we recommended
that specific management controls and program guidance for the Antenna
Program be developed and formally implemented.

A responsive management action plan was provided for implementing the
report recommendation.

Regional Reorganization Efforts

In its continuing effort to provide quality service and a singular, seamless
Agency contact to its customers, the Public Buildings Service in one region
reorganized its structure. The new organization involves established service
delivery teams to serve specific customers regardless of their geographical
location within the region. Customers are assigned to one delivery team that
will handle all their needs. Previously, GSA services were provided by a
hierarchical department structure, with functional groups operating within
designated geographical boundaries, requiring client customers to deal with
multiple Agency contacts to meet their various requirements.

At the request of the Assistant Regional Administrator, the OIG reviewed the
new organizational structure. Our review was done to determine if the new
structure provides sufficient continuity to ensure that the needs of client
agencies, and also of regional officials, are met.

Office of Inspector General 15
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In our August 23, 1999 report, we concluded that the region made meaning-
ful progress toward fully implementing the reorganization. The region has
the communication processes, financial information, and broad management
controls necessary to accomplish a successful change. However, we pointed
out that management should continually test, evaluate, and make changes as
needed in order to achieve optimum results as the new organization adapts
itself to changing goals.

Since the new organization is in transitional development, we did not include
formal recommendations in our report.

Refining Lease Administration

Being the largest civilian landlord in the country and striving to be the
preferred provider of space to all Federal agencies, GSA must continue to
improve its lease acquisition process to better serve its customers.

This period, OIG reviews at two regional offices showed that improvements
were needed in lease administration. In one region, the lease termination
clauses being negotiated by realty specialists are sometimes ambiguous and
subject to misinterpretation. In one case, poorly worded clauses resulted in
the Government paying about $67,000 annually for residual fragments of
leased office space. Such space should have been returned as part of larger
and contiguous amounts of unneeded space.

Also, occupancy agreements between GSA and the client agency are not
being consistently used for all space assignments. In some instances,
preliminary agreements are not prepared because the required financial
summary is time-consuming to complete and the data changes frequently as
the project progresses. When agreements are not prepared until the assigned
space is complete and final costs are in, oftentimes tenant agencies will
question the dollar amounts and refuse to sign the agreements.

In another region, customers expressed dissatisfaction with the Agency in
resolving problems with lessor performance. GSA needs to follow up with
customers and lessors to assure that corrective actions are accomplished. In
some cases, safety issues were not promptly corrected and other lessor
performance issues went unresolved for more than 2 years. In addition, GSA
needs to ensure that monetary deductions are taken when lessors fail to
provide contract-required items or to correct deficiencies.

Our two reports, dated May 11 and August 20, 1999, directed
recommendations to the Assistant Regional Administrator, Public Buildings
Service, and Regional Administrator, to ensure that:
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» The contracting officer, in consultation with appropriate individuals,
substantiates that the language in the termination clause is clear and
concise, and establishes an acceptable level of financial risk for the
Government.

» The contracting officer should issue a lease amendment to clarify the
intent of termination clauses, if necessary.

» Lease administration personnel are actively involved until initial lease
deficiencies are resolved, and are available to communicate with customer
agencies to resolve disputes as needed to enhance customer satisfaction.

» Lease administration personnel use more aggressive lease enforcement
actions, such as taking deductions, when lessors do not meet contract
requirements.

No formal recommendation was made concerning the occupancy agreements
because, as a result of our review, the Agency issued an internal memoran-
dum to explain these documents and specify when they are mandatory. The
memorandum also emphasized the necessity that these agreements be signed
by the tenant agency:.

Management agreed with the recommendations in the reports. The audits are
still in the resolution process.

Controls over RWA Expenditures

In FY 1997, GSA introduced a series of initiatives aimed at improving the
process by which it delivers space alteration services to customer agencies.
The initiatives focused on alteration practices, examining possible methods
on how to accomplish alterations, and reduce administrative burdens while
improving efficiency. The agreement between GSA and the customer agency
for above standard alterations is known as a Reimbursable Work
Authorization (RWA).

While prior audits found that the RWA delivery process had improved, this
period our review disclosed that existing management control activities to
prevent and detect inaccurate RWA information in the financial records are
not being performed consistently. These inaccuracies undermine GSA’s
ability to recover its costs and increase the risk of customer dissatisfaction.

We found that control activities to record transactions, document files,
reconcile performance data, and manage RWAs were not being performed
consistently to ensure the accuracy of financial information. GSA is in the
process of implementing a new financial system that will place data entry for
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RWASs at the field office level. As various accounting and information
reports are eliminated, new enhanced features can be used to better manage
RWAsS.

In our September 28, 1999 report, we recommended that the Commissioner,
Public Buildings Service:

s Review and correct RWA financial data before or as it shifts from the old
to the new financial system.

Strengthen the management control system by:

» Adjusting controls to meet the changed RWA process and the new
financial system.

» Updating and documenting policies on accountability and responsibility
for the financial management of RWAs.

o Providing initial and continuing training to personnel on the use of the new
financial process and the implementation of management controls.

The Commissioner agreed with the recommendations in the report. The audit
is still in the resolution process.
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One of the most significant pieces of legislation passed to improve the
effectiveness of Government programs is the Government Performance and
Results Act of 1993 (GPRA). The focus of the Act is to hold public managers
more accountable for achieving desired program outcomes. The Congress
also envisions that the Offices of Inspector General will play a key role in
Jostering sound implementation of GPRA.

GPRA requires each Federal agency to develop annual performance plans
consistent with the agency’s Strategic Plan. The performance plans establish
measurable goals and indicators to provide a basis for comparing actual
program results with the established performance goals for each program
activity set forth in the budget of the agency.

During recent years, the OIG has been performing selective reviews of GSA’s
performance measures as reported by the Office of the Chief Financial
Officer in the Agency Annual Report. This period, we completed a review of
two performance measures, Consolidation Savings and Market Penetration,
relating to Interagency Fleet Management System (IFMS) operations.

Our limited audit was designed to determine if systems, policies, and
procedures are in place, and are adequate and effective, to ensure the
existence, completeness, and accuracy of the data supporting these measures.

We reported that GSA relies on data provided by sources outside of its
control to support the two measures, and does not verify or validate that
information. Therefore, there is a moderate risk that the policies and
procedures used by IFMS do not provide reasonable assurance that the data
supporting the Consolidation Savings and Market Penetration performance
measures exist, are complete, and are accurate. We will continue to review
and report on the Agency’s GPRA measures in a sequence 50 as to help
ensure full implementation as required under the Act.

The April 15, 1999 report contained no formal recommendations.
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GS4 is responsible for providing working space for almost 1 million Federal
employees. GSA, therefore, acquires buildings and sites, constructs facilities,
and leases space, and also contracts for rvepairs, alterations, maintenance,
and protection of Government-controlled space. GSA4 also operates a
Governmentwide service and supply system. To meet the needs of customer
agencies, GSA contracts for billions of dollars worth of equipment, supplies,
materials, and services each year. We review these procurements both on a
preaward and postaward basis to ensure that the taxpayers’ interests are
protected.

Five GSA Building Supervisors Plead Guilty to
Taking Bribes

On June 29 and 30, 1999, five former GSA building supervisors pled guilty
in U.S. District Court to taking bribes from GSA contractors. Sentencing is
pending for all five subjects. The five employees were among a total of six
Government employees and ten private contractors arrested on October 6
and 7, 1998. The arrests were the culmination of a 2-year investigation by
the OIG regarding bribery and kickback schemes in connection with GSA
maintenance and construction projects at various Federal buildings and
offices. The arrests constituted one of the largest GSA corruption
prosecutions in GSA’s recent history. The charges against the other eleven
individuals are pending. The OIG investigation was initiated after a GSA
manager reported suspicious conduct on the part of a GSA employee.

Over $1.4 Million in Civil Recoveries

During this period, the Government entered into 9 settlement agreements in
which companies agreed to pay a total of over $1.4 million to resolve their
potential civil liabilities under the False Claims Act. These agreements,
negotiated by representatives of the Department of Justice and the GSA OIG,
reflect the ongoing efforts of the OIG to pursue cases involving procurement
fraud and other practices that threaten the integrity of the Government’s
procurement process.

Many of these cases involved procurements under GSA’s Multiple Award
Schedule (MAS) Program. Under this program, GSA negotiates contracts
with a number of vendors who may then sell contract authorized products to
Federal agencies at established contract prices. Consistent with the
provisions of the Truth in Negotiations Act and the Competition in
Contracting Act, the process is based on the principles of full and open
disclosure and fair negotiations. Vendors must provide current, accurate, and
complete pricing information—including information about discounts granted
their most favored commercial customers—during contract negotiations.
Relying on this information, GSA contracting personnel then seek to obtain
the best possible prices for the Government. In cases where vendors fail to
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provide current, accurate, or complete information, the Government may pay
artificially inflated prices for products and services purchased. Highlights of
these cases follow.

+ Datacard Corporation (Datacard) agreed to pay $600,000 to settle its
potential civil False Claims Act liability. The Government alleged that
Datacard misled GSA contracting officials in the course of negotiating its
MAS contract to provide office machines. The company represented that
the range of discounts it was offering to its other customers were off of its
list price when, in fact, the discounts were off of its net prices. This
misrepresentation led GSA to agree to higher prices than it would have,
had it known the actual baseline for the company’s discounts.

< Lucent Technologies, successor-in-interest to AT&T Corporation’s
equipment operations, paid the Government $360,000 to settle
overcharging allegations in connection with the leasing by the Government
of key common phone equipment from 1984 to the present time. A
significant portion of these overcharges were attributable to GSA, both for
its own leasing of this equipment and for telephone services GSA procured
for other tenant Federal agencies during the relevant time period. The
settlement arose out of a class action suit in which the Government was a
member of a class, along with regular commercial customers.

» Buckner and Moore, Inc. was the contractor on a 1993-1996 construction
contract with GSA to remodel the U.S. Courthouse Building in Oklahoma
City. GSA also entered into a design contract with Glover Smith Bode,
Inc., to provide architectural and engineering services in connection with
the remodeling contract. After the contracts were completed in 1996, a
dispute arose involving the requirements of the specifications and the
quantity of materials incorporated into the fire alarm system for the
building. The dispute was referred to the U.S. Attorney for the Western
District of Oklahoma, based on alleged falsification of certifications
involving the design and installation of the fire alarm system. The matter
was settled on August 4, 1999, for payment in the amount of $250,000 by
Buckner and Moore, Glover Smith Bode, and several of their subcontrac-
tors, as well as for correction and modification of the faulty alarm system
to comply with all contract specifications.

« The successors-in-interest to Neotronics of North America, Inc.
(Neotronics) agreed to pay $210,000 to settle Neotronics’ potential False
Claims Act liability for engaging in defective pricing in the negotiation of
its MAS contract to provide portable and laboratory emissions testing
equipment. The Government alleged that officials of Neotronics
deliberately misled GSA contracting officials by misrepresenting the
discounts it offered to its distributors and dealers.
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»  Western Tile and Marble was a subcontractor on the construction of the
Mark O. Hatfield U.S. Courthouse in Portland, Oregon. During the proj-
ect, an investigation determined that Western Tile had conspired to
intentionally substitute limestone used for the stone clading on the interior
and exterior of the courthouse. On April 19, 1999, Western Tile agreed to
pay $21,000 to settle its potential civil False Claims Act liability. As part
of the resolution, Western Tile and Hoffman Construction, the prime
contractor, agreed to reduce their claims for equitable adjustment by
$3.48 million.

» A retired GSA employee agreed to pay $13,000 to settle his civil False
Claims Act liability for submitting fraudulent travel vouchers to GSA and
the Office of Workers’ Compensation, U.S. Department of Labor.

Courthouse Construction and Contracting

Practices

GSA i1s in the midst of an aggressive major construction program to build
160 new courthouses projected to cost over $8 billion. Over 100 of the
scheduled courthouses have yet to be approved or funded. In FY 1999,
Congress funded 14 courthouses for $462 million. For FY 2000, GSA has
proposed 16 additional courthouses projected to cost $535 million.

As a follow-up to a previous audit on bidding and contracting practices on
GSA’s major construction projects, the OIG performed a review of the
Agency’s courthouse construction and contracting practices. We found that
the Agency has been effective in controlling costs for unwarranted upgrades
in new courthouse design and construction projects. Also, GSA developed a
cost benchmark computation model and worked with the courts, design
architects, and project officials to promote design decisions that are in line
with the revised U.S. Courts Design Guide, and congressionally approved
funding limits.

We noted, however, that the Agency needs to employ a nationwide system to
collect and recover contractor past performance evaluation information when
making source selection procurement decisions. Since 1995, GSA has tried,
without success, to have regional performance evaluations compiled into a
computer database maintained by Central Office. Although the system was
revised in March 1999 to allow online input and retrieval of evaluation data,
most contracting officials do not yet have access to the revised system, are
not inputting data, or are not using the system in source selection decisions.

In addition, GSA is encouraging the use of private sector practices to
improve the construction program. One such practice is the Construction
Manager as Constructor (CMC), which is a procurement process that awards
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a contract for pre-construction and construction services during the design
phase of a project. The CMC works with the architect/engineering firm
(A/E) and the CMC’s subcontractors to match the building scope to the
budget, and provides constructibility reviews of the architect’s drawings,
construction cost estimates, and assistance to the A/E in defining building
systems and finishes.

We concluded, however, that independent oversight of the CMC’s work is
needed because of potential conflicts of interest during construction when
GSA relies on the CMC to inspect the work of its own subcontractors, and to
evaluate their change order pricing. Independent oversight would also
improve Agency controls over construction contractor work to ensure quality
materials and proper construction procedures.

In our September 29, 1999 report, we recommended that the Commissioner,
Public Buildings Service:

e Ensure contractors’ past performance evaluation data collection and
retrieval system is applied throughout PBS and used by its contracting
officials in making source selection procurement decisions.

» Strengthen the procurement process by requiring the independent
monitoring of the construction contractor’s work on PBS’s major
construction program.

The Commissioner concurred with the recommendations in the report. The
audit is still in the resolution process.

Performance-Based Buildings Services Confracts
GSA spends about $200 million annually on its Buildings Operations and
Maintenance Program. Most of the Agency buildings services contracts are
for cleaning, elevator maintenance, and mechanical services. Operations and
maintenance services are being provided by the private sector under
performance-based contracts. GSA relies on contractors to provide quality
services without the level of oversight and inspection that GSA personnel
performed in the past.

A review of the nationwide program for mechanical services showed that
controls needed to be strengthened to ensure that contractors met contractual
requirements. Our physical inspection of buildings, for which the contractors
were responsible, identified maintenance deficiencies and inaccurate
equipment inventory. (Inadequate maintenance, tests, and inspections can
result in the safety of Federal employees and others being jeopardized. See
page 10.) Controls in many offices were rendered ineffective by program
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demands, staffing inadequacies, and a lack of support and direction for their
implementation. As a result, the contracts are at risk of fraud, waste, and
abuse.

The review also disclosed that GSA is paying for repairs to equipment for
which prior contractors were responsible because the deficiency inspections
performed at the end of a contract and the start of a new contract are not
reconciled. In three newly constructed (or renovated) buildings, we found
shoddy construction and malfunctioning equipment, covered by manufacturer
warranties, that had been accepted and ultimately repaired and paid for by the
Agency. This was caused by a lack of coordination between officials
responsible for construction, acceptance, and operation.

Finally, we noted that inaccurate equipment inventory in both old and new
buildings has resulted in GSA paying for maintenance of non-existing
equipment, and equipment not being maintained because it was not on the
inventory. In one new building, GSA had to negotiate increases to the
operations and maintenance contract because one-third of the equipment
installed in the building was not included in the original inventory. This
occurred because confusion existed over who is responsible for the accuracy
of the equipment inventory.

In our September 7, 1999 report to the Commissioner, Public Buildings
Service, we recommended that the Agency institute a national quality
assurance program that establishes a consistent approach for monitoring
contractor performance, with a focal point for guidance and direction
regarding interpretation and application of operations and maintenance
contract terms and conditions.

The Commissioner agreed with the recommendation in the report. The audit
is still in the resolution process.

Controls Over Small Purchases

Most GSA offices and staff are authorized to procure supplies and services
needed to carry out their official responsibilities. Agency-issued purchase
cards are the preferred means of purchase and are considered timely and cost
effective. Although procedures are simplified, procurement officials are still
required to comply with basic management controls mandated by GSA policy
and guidelines.

Purchase authority, when delegated to employees who are neither
experienced nor trained in procurement regulations, results in increased
chances for improper procurements. Because we have seen problems arising
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from a lack of management controls being exercised, particularly in the
procurement arena, we performed a review of the controls for a regional
procurement program.

Regional management cannot be assured that all purchases made by their
procurement personnel represent official needs because basic controls were
ignored by some activities. Some purchase card users did not keep records of
what was ordered or received. Credit card billings were not and could not be
verified for accuracy. These problems went undetected because officials
responsible for periodic review of credit card purchases had not performed
the reviews. We also noted that one cardholder exceeded the monthly and
single purchase limits due to payments for recurring cell phone charges.

Our review concluded that controls needed to be strengthened over small
purchase bankcard transactions. Approving officials need to monitor and
verify card usage. Cardholders must retain supporting documentation and
perform monthly reconciliations of the card statements. Otherwise, there is
little to safeguard against potential misuse or waste, and no assurance that all
procurements are for valid program needs.

In our August 30, 1999 report to the Regional Administrator, we
recommended that:

e Approving officials monitor and verify all purchase card activities.

» Individual cardholders document purchases, perform monthly
reconciliations, and adhere to single and monthly spending limits.

The Regional Administrator agreed with the recommendations in the report.
The audit is still in the resolution process.

Federal Excess and Surplus Property

Federal regulations mandate that the Government uses all personal property
to the fullest extent possible. To this end, GSA is tasked with coordinating
the use of property within the Government. When this property is deemed
excess or surplus to the needs of Government, GSA coordinates the transfer
of this property to State and local governments or charitable organizations.

Ilegal Transfer of Barge Crane

An investigation was initiated after a complaint from an anonymous source
alleged that the Jamestown S’Klallam Tribe provided a Tacoma, Washington
construction company with a barge crane, which was Federal excess property,
in violation of Federal requirements. The investigation disclosed that GSA
had transferred the barge crane to the Bureau of Indian Affairs of the
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Department of Interior for use by the Jamestown Tribe. The investigation
further found that the Jamestown Tribe had not used the barge crane, rather, it
had given the barge crane to the construction company under a lease/purchase
arrangement. On June 28, 1999, the Jamestown Tribe agreed to pay $15,000
to resolve the Government’s allegations that the crane had been obtained and
then transferred with false representations. The construction company had
previously agreed to pay GSA $321,000 in exchange for clear title to the
crane.

As a direct result of this investigation, the Bureau of Indian Affairs modified
its requirements for approving excess property transfers to tribal organiza-
tions and the subsequent reporting and accountability of this property.

Former Captain of Civil Air Patrol Pleads Guilty to Fraud against the
Government

On September 2, 1999, a former captain with the Rhode Island Civil Air
Patrol pled guilty in U.S. District Court to fraud against the Government. He
had been charged with intentionally converting for his own use property that
he obtained from the Defense Personal Property Utilization Disposal Program
which was intended for use by the Civil Air Patrol. Sentencing is scheduled
for December 3, 1999.

A joint Defense Criminal Investigative Service and GSA investigation was
initiated when it was alleged that the former captain was acquiring military
surplus property for his own use under the guise of ostensible transfers to the