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Introduction 
 
We have completed an implementation review of the management actions taken in response 
to the recommendations contained in our September 2021 audit report, FAS’s Inadequate 
Oversight of Contractual and Security Requirements Places the USAccess Program at Risk, 
Report Number A190067/Q/T/P21003. 
 
Objective 
 
The objective of our review was to determine whether the Federal Acquisition Service (FAS) has 
taken the actions as outlined in the corrective action plan for FAS’s Inadequate Oversight of 
Contractual and Security Requirements Places the USAccess Program at Risk (see Appendix A). 
 
To accomplish our objective, we: 
 

• Reviewed our audit report, FAS’s Inadequate Oversight of Contractual and Security 
Requirements Places the USAccess Program at Risk, which was issued on September 24, 
2021; 

• Met and corresponded with FAS personnel; 
• Examined documentation submitted by FAS personnel for addressing the corrective 

action plan steps; and reviewed FAS’s implementation of the guidance and procedures 
contained in these supporting documents. 

 
Background 
 
Homeland Security Presidential Directive 12 (HSPD-12), enacted in 2004, mandates the 
implementation of a government-wide standard for secure and reliable forms of identification 
for federal and contractor employees. In response to HSPD-12, FAS’s Managed Services Office 
established the USAccess Program, which provides end-to-end identity and credential 
management services. 
 
USAccess is a shared service that creates efficiencies across the federal government by 
centralizing the costs and administration of HSPD-12 mission support. More than 100 federal 
customer agencies use USAccess to enroll and adjudicate applicants, issue and maintain 
personal identity verification cards, and operate their identity and credential infrastructure. 
Customer agencies, including GSA, rely on the USAccess system to initiate background 
investigations for federal and contractor employees and manage access to federal buildings and 
information systems. The USAccess system houses biometric information necessary to verify 
the identities of federal and contractor employees, including name, date of birth, social security 
number, organizational and employee affiliation, and fingerprints. As of July 2020, the USAccess 
system maintained personally identifiable information and access rights for approximately 
600,000 active personal identity verification cards and credentials. 
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The USAccess system is fully owned and operated by a contractor under a $154 million, 1-year 
contract awarded in February 2017, with nine 1-year options. Of more than 100 GSA 
information technology (IT) systems, USAccess is 1 of only 5 that is designated as “high impact” 
under Federal Information Processing Standards Publication 199, Standards for Security 
Categorization of Federal Information and Information Systems.1 Potential impact is deemed 
high when “the loss of confidentiality, integrity, or availability could be expected to have a 
severe or catastrophic adverse effect on organizational operations, organizational assets, or 
individuals.” Further, GSA describes USAccess as “mission critical.” 
 
On September 24, 2021, we issued an audit report, FAS’s Inadequate Oversight of Contractual 
and Security Requirements Places the USAccess Program at Risk, to FAS management. The 
objective of the audit was to determine whether FAS has effective oversight and safeguards in 
place to ensure that the contractor fulfills federal and Agency security and contractual 
requirements as part of the USAccess identity and credential management services contract. 
 
Our audit found that FAS’s oversight of the USAccess identity and credential management 
services contract is inadequate, resulting in violations of GSA IT Security Policy, ongoing 
security-related performance issues, and increased risk to personnel security.2 
 
To address the report finding, we recommended that the FAS Commissioner improve USAccess 
contract oversight to ensure rigorous and accurate contract development and administration. 
Specifically, we recommended that the FAS Commissioner should: 
 
1. Strengthen the USAccess contractual requirements to ensure timely remediation of 

USAccess IT security vulnerabilities by consulting with GSA’s Office of the Chief Information 
Security Officer to: 

a. Identify and address possible disincentives for untimely contractor performance; 
and 

b. Develop performance standards that comply with IT security requirements. 
 

2. Increase contractor accountability and ensure quality performance by: 
a. Revising the USAccess quality assurance surveillance plan to better reflect key 

aspects of contractor performance, including but not limited to timely security 
vulnerability remediation; and 

b. Exercising existing quality assurance surveillance plan provisions as appropriate to 
ensure quality contractor performance. 
 

3. Ensure USAccess security requirements are appropriately and properly implemented by: 
a. Making risk-level determinations for USAccess contractor employees on a position-

by-position basis; 
 

1 Federal Information Processing Standards Publication 199 defines the level of potential impact on organizations 
and individuals in the event of a security breach, classifying impact levels as either low, moderate, or high. 
 
2 GSA Order CIO 2100.1M, GSA Information Technology (IT) Security Policy, dated March 26, 2021. 
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b. Clearly, comprehensively, and accurately delineating all personnel security and other 
security-related contractual requirements, as well as the roles and responsibilities 
for implementing those requirements; and  

c. Establishing controls that ensure GSA personnel are cognizant of security-related 
roles, responsibilities, and requirements as prescribed by GSA policy and guidance. 

 
The FAS Commissioner agreed with our recommendations. 
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Results 
 
Our implementation review determined that FAS management has taken appropriate 
corrective actions to address the recommendations. We determined that no further action is 
necessary. 
 
Audit Team 
 
This review was managed out of the Information Technology Audit Office and conducted by the 
individuals listed below: 
 

Sonya Panzo Associate Deputy Assistant Inspector General for Auditing 
Cairo Carr Audit Manager 
Jinnan Chen Auditor-In-Charge 

 



 

A240055 A-1  

Appendix A – Corrective Action Plan for Report Number 
A190067/Q/T/P21003 
 

 
 
 



 

A240055 A-2  

 
 

 
 
 
 
 



 

A240055 A-3  

 
 

 
 

 
 



 

A240055 A-4  

 
 

 
 



 

A240055 A-5  

 
 
 



 

A240055 A-6  

 
 



 

A240055 B-1  

Appendix B – Report Distribution 
 
GSA Administrator (A) 

GSA Deputy Administrator (AD) 

Acting FAS Commissioner (Q) 

Acting FAS Deputy Commissioner (Q1) 

FAS Deputy Commissioner (TTS) 

FAS Chief of Staff (Q0A) 

Assistant Commissioner for Information Technology Category (QT) 

Deputy Assistant Commissioner for Category Management (QT3) 

Director, Identity Credential and Access Management Division (QT3B) 

Chief Financial Officer (B) 

Office of Audit Management and Accountability (BA) 

Assistant Inspector General for Auditing (JA) 

Deputy Assistant Inspector General for Acquisition Audits (JA) 

Deputy Assistant Inspector General for Real Property Audits (JA) 

Director, Audit Planning, Policy, and Operations Staff (JAO) 
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