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APPENDIX A - SUMMARY STATUS OF ACTION STEPS IDENTIFIED IN THE GSA-CIO’S  

ACTION PLAN FOR THE OIG’S 2007 LOTUS NOTES ALERT REPORT  
 

 

Recommendation From OIG Alert 
Report Agency Action Step Status of Action Step 

1. Develop a complete inventory of 
GSA’s Lotus Notes databases and 
applications. 

• Run an agent on all Lotus servers monthly 
and record all nsf files (i.e. databases) in a 
Lotus database. 

• The action step was completed as 
stated and the GSA-OCIO has 
developed an inventory that is updated 
on a monthly basis.  The inventory 
does not include the types of 
information stored in Lotus Notes 
databases or applications.   

2. Review and configure controls for 
all Lotus Notes databases, 
applications, and associated 
Intranet and Internet websites to 
ensure that appropriate access is 
granted. 

• Run agent on all Lotus servers and record 
all nsf files (i.e. databases) that have default 
set to greater than No ACCESS and review 
and change as necessary. 

 

• While the action step was completed 
as stated, it was completed past the 
planned timeframe. The OCIO has 
created a tool that periodically assesses 
access control settings for all Lotus 
Notes databases and applications 
across the Agency.  These settings are 
then reviewed to ensure appropriate 
access is granted.  The tool only 
assesses permissions granted to the 
“default” level. 
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Recommendation From OIG 
Alert Report Agency Action Step Status of Action Step 

3. Identify and remove all 
Lotus Notes databases, 
applications, and Intranet 
and Internet web pages 
residing on GSA’s Lotus 
Notes infrastructure that are 
outdated, lack necessary 
controls, or do not adhere to 
guidelines for GSA’s 
websites, including those 
we have identified in 
Appendix B. 

Note:   In May 2009, the OCIO submitted 
a revised action plan for this 
recommendation, to complete a 
comprehensive restructuring of 
management of Lotus Notes databases. 
 
Revised Action Step: Inventory Notes and 
Domino databases and applications.  Give 
to FAS and PBS those which are theirs. 

• The action step was completed as stated.  The GSA 
OCIO has developed an inventory of Notes and 
Domino databases and applications and a proposal to 
give FAS and PBS security management for their 
respective Lotus Notes applications and databases was 
approved in July 2008. 

Revised Action Step: Through the new IT 
governance structure, review the GM&A 
databases and applications, purging those 
no longer used, consolidating those 
performing similar functions, and 
establishing rules for creating new 
databases. 

• This action step has not been completed as planned.  
Specifically, the OCIO has not completed the process 
of identifying and purging outdated databases and 
applications. 

• FAS and PBS officials estimated approximately 70% 
and 45% completion rates respectively for purging 
their outdated databases and applications.    

Revised Action Step: Perform a C&A on 
the GM&A Notes and Domino databases 
and applications; inventory applications on 
web servers and perform an Enterprise 
Applications C&A on all applications for 
which the OCIO is responsible.  

• This action step has not been completed as planned.  
While the OCIO has completed a C&A for the Lotus 
Notes infrastructure, it has not finished performing a 
C&A for agencywide Notes applications.  

• FAS and PBS have not completed a C&A for the Lotus 
Notes applications under their management.  
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Recommendation From OIG Alert Report Agency Action Step Status of Action Step 
4. Develop policy and procedures on use and 

maintenance of GSA’s National Notes Infrastructure 
to address: 

• Roles and responsibilities for establishing and 
maintaining Lotus Notes databases, applications, and 
Intranet and Internet web pages. 

• Security configuration requirements and 
considerations for Lotus Notes servers, databases, and 
applications, to include access controls, system 
development, and configuration. 

• Appropriate use of Lotus Notes databases and 
applications. 

• System training for email users and application 
developers regarding security considerations for Lotus 
Notes email, databases and applications. 

• Create Lotus Security 
Implementation Guide. 
 

• This action step was completed as 
planned.  The GSA OCIO developed a 
Lotus Notes security procedural guide 
covering the areas listed in the report 
recommendation; the guide was 
provided to Lotus Notes application 
developers; and a reference to the 
guide was incorporated in annual 
security awareness training. 

5. Reevaluate established definitions for the Enterprise 
Infrastructure Operations to determine if the criticality 
and sensitivity of information managed through 
GEMS and GNNI warrant a separate certification and 
accreditation of unique risks and system security 
controls. 

• A decision will be made by 
Director, EIO as to whether 
the Notes Infrastructure will be 
separated from the EIO C&A 
and have its own C&A 
performed or that the EIO 
C&A will be enhanced to 
further secure the notes 
infrastructure. 

• This action step was completed as 
planned.  GSA has compartmentalized 
its Lotus Notes infrastructure, with the 
OCIO, PBS, and FAS responsible for 
security management for specific 
components. 
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Recommendation From OIG Alert Report Agency Action Step Status of Action Step 
6. Complete a comprehensive certification and 

accreditation process for GEMS and GNNI to ensure 
that the risks and necessary controls for GSA’s Lotus 
Notes environment are adequately identified and 
documented, including verification of user 
requirements for e-mail security. 
 

• Based on the decision made in 
recommendation 5 above, a 
C&A Team will be formed, 
comprised of an independent 
3rd party group, GSA IT 
Security Personnel and Notes 
Infrastructure Management & 
Administrators to conduct a 
full C&A for the Notes 
Infrastructure or take the steps 
necessary to enhance the 
present EIO System  

This action step was completed as stated.  
However, the C&A for the Lotus Notes 
infrastructure did not address media controls 
and physical and environmental controls for all 
locations.  In addition, adequate details on 
security controls assessment procedures were 
not included in the C&A. 

7. Take immediate steps to strengthen technical controls 
for GEMS and GNNI by: (a.) including all Lotus 
Notes databases and applications, including mail files, 
in periodic technical controls testing and evaluation 
processes; (b.) verifying the adequacy of controls for 
e-mail servers hosted for external customers; and (c.) 
reviewing all Lotus Notes based Intranet and public 
facing agency web sites to ensure that unauthorized 
individuals cannot modify the contents and 
information presented on the sites. 
 

• Run agent weekly on all Lotus 
servers and record all nsf files 
(i.e. databases) that have 
default set to greater than NO 
ACCESS and then change and 
review, as necessary. 

• Run Operating System scan on 
EAC servers and remediate 
vulnerabilities. 

• Run database scanner on EAC 
servers and remediate 
vulnerabilities. 

• Run agent on EAC servers and 
record all nsf files (i.e. 
databases) that have default set 
to greater than NO ACCESS 
and then change and review as 
necessary. 

• Review all Internet and 
Intranet Lotus websites. 

These actions steps were completed as stated. 
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